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Enclosure: Report by the Armed Forces Communications

Intelllgence Advisory Council to the Joint
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1. The enclosed Report which containa the
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JOINT CIILFS OF STAFP
on
ORGANIZATION OF THI: ARHIID MWRCLS SECURITY AGENCY
, efarence 20
THE PROBLEM

1o Pursusnt to the diractive by the Secretary of Defense in the
Appendix to J.C.S5. 2020, to prepare, for avproval by the Joint
C_hief&oi‘ Staff, a genoral consolidatlion plan for the o¢peration of
the tw., existing mﬁjor eryptologic# establishments in which of-

ficlency and economy of operations are to be atressed.

FACTS BEARING ON THE PROBLEM
2. Enclosure "A" (pege 3). -

DISCUSSION
3. Enclosure "B" (page 5)e

CONCLUSIONS
4, a, leximum ecohony and efficlency cen be achiéved only by
consolidation of asaooiateé functions at the same location, .
'Be The maximum consolidation practicable to achieve, utilizing
present available stations (Arlington Hall Station and '
Navy Communication Station) without incurring excessive
costa, 1ss3
(1) Conmcentration of Communication Intelligence, and the
' ma Jor portion of assoclated Research and Desvelopment
elements, at Arlington Hall Statfon,
(2) Concentration of Communication Security, and the
ma jor portion of assoclated Research and Development
elemente, at Navy Communlcation Station.
é.a Stch consentration will result in an estimated increase
of not iess than 10% in effectiveness by reason of
inoreased efficiency, at a cost of but $14,000'and, slight
produetion loss during moving,

¥ Note - Cryptologlc activities consiat of Commanloatlon Inkelligence
{foreign communications) activities and Communication Security
(own military communications) aectivities. - '
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The increase in effectiveness resulting from such
concentration 1s purchased by an increase in
vulnerabil:l'by,. 1n that a catastrophe involving one
station could Wwwf the whole of Communication
Intelligence or Communication Security, depending upoh
which station be destroyed,

The 1ncre§.se in vulnerabllity should be accepted as a
calculated risk at this time, and the comcentration
outlined in b above should be tmdertgkoﬁ immediatelya
The Director, AFSA, should initiate a study to determine
how best to provide, at a location removed from
Vlashington, D.C., a stand=by center, which would be
maintained in caretaker sfatus, but would provide a
sultable repository for duplicates of vital files and
equipment, :l.n order that production of either Com=
munication Intelligence or Communication ‘Security

could be resumed at that location with e minimum loss
of continuity in the event of partial or eonxpleto~
destruction of either or both stations in the Washington

ared.

RECOITENDATIONS

It is recommended that the J’o:lnt Chiefs of Staff:

8.

bo

Note concluslons g, b, ¢ and, d and approve conclusions '
¢ and £,
Furnish a copy of this paper to the Secrestary of

Defense for hig information.
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1o The gbtatus guc of the Service cryptologic activitles in the
Washingtion area 1s as follows? '

80 The nuwber of psrs&ns engaged in the three basiec crypto-
loglo operations of the Army at Arlington Héli Station arae:
Communication Intelligence (foreign communicationsg) 1880
Communication Securlty (own_military communications) 364
Cryptologiec Research & Development . 370

b, Corresponding figures for the Navy cryptologid activities

at the Navy Communication Statlon, Washingbon ars:

Communieation Intelligence: 1400
Communication Security: 300
, Cryptologlc Ressarch & Development: 180

73 The Alr Foree has no comparable establishment,

2, At Arlington Hall Station there are 420,000 sq, f%. of opéran
tional ficor spaceo

3. At the Navy Communication Station thore are 245,000 sq. fha
of operational floor space.

4, The tobel operaticnal floor space {665,000 sq. ft,) must provide
not only for all AFSA operational cryptologle sotivities, bubt alse’
for AFSA administrative and support activities, and for such individual
Service oryptologic activities as must remain at sach stetion,

5 All of the constructlon at Arlington Hall Station is temporary
and mon-fire proofl, .

6o The groater portion of the construction at the Navy Communieca=
-tion_Station is permanent and memi=Cire proof,

7 The appiroximate 6peratioﬁai flcor space requiremenits for the

concentration of each of the component oryptologle activitiess aret -

8. Communicaticn Intelligence: 267,000 sgo Ibo
ke Communiléation Secufityi llss,OOD-sq@ £,
-gp Cryptologic Research & Dsvelopment: 135,000 8q. fbo

8, Much of the equipment used ny each Service in each of its
eryptolopgio eetivitles vequlvex ﬁaftain apeeiel proviaslons, such as
alr conditiening, excepitionel floor strength, and congiderable plectrie
powsys These spepial requirements, often coupled with a great Eomp
plexity of design and-installation, make such squipment d%;fieult and

costly to move,
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9, Changes in the gbtatus quo of the two major establishments
will result in some expense and some ternporary loss in production.
10, Economy and efficlency are to be giressed in AFSA opera-

tlonse



® DISCUSSION ¢

In determining a loglcal consolidation plan for the two exist-
ing major cryptologlc activities (thosge of the Army at Ariingiton
Hall Station in Virginia, and those of the Navy at the Navy Cowme
munication Station in Washington, D.C.), the first question o b
answered with respect to each of the three component activitieé
(Communication Intelligence, Communiecation Security, and Gryﬁtologia
Research and Development) is: Given the unified control deriving
from the creation of AFSA; to vwhat extent is thé physical concen=
tratica of the various elements of each of the components necessary
or desirable_for most efficient and economical operations?

A comprehensive examination of the situation with reapsct to
the three .componsnt functions reveaied the following: '

8, Communication Intelligsnce (COMINT)

(1) Those cryptanalytic problems which are now under
attack are alrsady divided between the ﬁfmy and
Navy, so that }n the pursly cryptanalytic portion
of the Communication Intelligence field there is
practically no undesirable dublication of effort,

(2) The present divigion of cryptanalytic procblems is
on & Serviss besis, so that for the moat part each
of the varlous National éroblema is now divided,

A phiysical concentration of all eryptanalytic

- problems would, by'bfingjng tbgethsr all party of
each Fational problem, effer the best chance of
success against ezach problem. Fur%hermore,.the
concentration of skilled cryptanslysts would regult
in greater flexibility of the crypbtanalybtic attaclk,
permitting a more facile regponse to the changing

[gpacts of the entire cryptanalytic probliem, .
(3) the production of COMINT requires four ancillary

activities: (a) Maintenance of central files of
collateral information and COLINT jtems; (b) Opera=
tion of analytical machinerys (c) Collection gnd
ﬁistribution.uf raw trafficz and {&) fraparation
{editing and printing in accordance with pres -
seribed rofms> and delivery of COMINT eﬁﬁ

products tc authorized consumer agencies, As long 88 the

Enclosure (B) =5 —FOP-SECRET —
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eryptanalytic problems are divided, separate units
must be.maintuinad at each statlion %o perform these
functionsg, The concentration of ancillary functions
{which would be made possible by the concentration
of the eryptanalybie problems)} would result in
greater efficiency and economy of operations, and,
in certain cases, in direct savings in personnel,

ko Communicstion Security (COMSEC)

{1) At the present time, separatse productioﬁ, distri-
bution and eccounting, and svaluation units are
mainteined at each of the two major stations.

(2) Concentration of these Seecurity facilities at one
station will result in greater flexibility and
sconomy in the actual production by AFSA of
cryptographi§ equipment and doguments for the
three Services, and greatly facilitate AF34
dizbribubion, accounting, and evaluation activities,

. Oryptologic Research and Development (R & D)
{1) The Cryptologic Research and Development activities

can be divided into two prineipal fieldss Activities

in support ef-CQMINT;-and thoge in support of COMSEG
(2) From the viewpein of effisclency and econony of

operations,; sach of thess two Iields of the separate

service R & D activity should be consolidaﬁed and

appropriate parts co-located with the activity to

be supported. (Thus, the physical consolidation of
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all R &D agivities would be desire.blgnly in
the event that both GOMINT and GOMSEC are located
in one stetion, a situatieon which is not possible
at either statlon now avallabls without exbtemnsive
new construction. v

Aceordingly, it i3 clear that the ends of efficiency and _
sconomy of operation can best be served by ashleving, if possibls,
the following conditions: (1) Concentration of COMINT at one
stetion; (2) Concentratlon of COMSEC at the other stationg and
(3) Looation of the appropriate elements of R & D with the
aetivity which i;hey support, with concentration of overall control
of R & D a etivities.

I% ean ba- ssen from the figures showing the cperational spacs
available at the two stations (po‘ 8 of Encl. A) that it is possible
to corcentrate the COMINT activities oniy at Arlingbon Hall Station
(AHS ), but that COMSEC activities can be concentrated at either
gtation, Thus, assuming that there 1s to be a total concentration
of COMINT activities, it follows that 1t must be at the ANS, fbr
a number of reasons, this solution with respect to the location of
COMINT appears to be favorables |

8. 'The COMSEC produstion facilities at NCS are much
superior to those at AHS, These facilitles are muech
mnore d:lfficultl, timg=consuming, and costly to move
than are the COMSEC facilitiss now at AHS, so tha$b
COMSEC can be concentratsd st NCS at far less cost,
both in production and money, than at AHS, _ _

bo Similar elements of R & D can be consolidated and, except
where too costly te move, can be co-locabed with the

activity whieh they support,
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e The space remalning at both AIS and NCS is adequate
for locating necessary AFSA Headquarters offices,; and
thoge individual Service activities which may remaln
at the two major stations,

Having determined the best disposition of the various AFSA
components from the viewpoint of maximum sfficiency and economy
of operations it 1s necessary to see whether the direct monetary
cost, or the dacreaéod production arising from the moves necessary
to achleve that disposition, ave justified.

It develops that there 1s but one major obataele to achleving
the dssired disposition: Ths cost (in both dollars and production)
of relocating certain majof pleces of electronic analytical equip-
ment at AHS which are now at NGS would bé rrohibitive, particularly
since it is possible to operate this equipment remotely without
serious loss in economy and efficiency. The idea of complete
concentration of COUINT activities at AHS, is, thersfore, abandoned
in favor of concentrating this particular type of equipment at
NCS (whioh, incidentally, 1s the muie nearly fire proof location).
This is not as economical and efficient an arrahgemant ag complets
concentration; but the difference is not great, and moreover, as
will be brought out more fully belowy; the arrangement has advantages
in the fleld of security.

Accepting the foregoing modifications to the complete

concentration plan, the estimated cousts; in direct monetary

expenditures of obtalning the desired disposition of ths several
AFSA conponents are approximately as follows:

T CoST
COMPONENT ¥ -
QOMINE {3,700
gousEg ;5,000
R&D : 5,000

There would be a temporary drop in production whille the moves necessary
to obbain the desired disposition were being carried out, but the
total loss is estimated at less then 2% of one year'!s production on
the present scals.

Balanced against the above costs, the recommended disposition of-
fers the following estimated direct persomnel savings and expansion of

B —POP SECRET —
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pregent operations whcn'cbmpareﬁ to the gbabtus guo:d

¥ DIRECT PERSONNEL ¢ % LXPANSION OF
COMPONENT s SAVING s PRESENT OPCRATTONS
: g : ;
COMINT : 20 9. -
COMSEC : o ffﬁ'least 10%
R&D : 0 R -

Having thus determined the besé possibia loeationa of the
several AFSA components from the standpoint of efficiency and
saonony of operations, thers remaina'to_be considered whether
any other factor poses a problem sufficisntly serious to demand
congideration at this time,

There is one factor: Security.

The arrangement of AFSA components dictated by efficiency and
economy of operations may bs said to place all of sach of AFSAls
two kinds of eggs in a single basket: COMINT at AHS, COMSEC at
NCS (alleviated somewliat in the case of COMINT by having certain
important electronic COMINT equipment located at NCS), In time
of peace, we would thus be rigking the loss, through accidental
fire or sabotage at one station, of a&ll the exlsting speoialized
equipmont and documents necessary to the conduct of that opera=
tion, and posaibly many of the skilled persomnnel, Bescause of the
far greater centralized nature of the COMINT operaticn, such a
loss even though disastrous to COMSEC, would bs sven worse flor
COMINT., Yet, pecause ol space requirements, we have proposed to_
coﬁuentrate COMINT largely at the station whoss consbtruction -
renders i{ the more vulnerable to such. a disaétere It seems
necespary, thgverore, to inquire as to whether there is Anﬁ
reagsonable method of obviating this risk, The first possibillfy
that suggests'itself is e division of'GOMINT activitieé betwoen tha
two stations, eibher in the form of the gtatug quo or some other
vossiblse division.whioh might prekent advantages over the present one,

There ia one other division vhich presents certain advantages
over the prasent one. As previously atated, bne'advanfage of the

concentratioh of all purely cryptanalytic activities is an

wgu
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inoreased effectiveness of atbaclk a;ainst any particular problém ]
an effectiveness resulting fron the concentration of all of the
parts of each simiiar cryptanalytic problem. This same concentra-
tion, and thus this same advantaje, can be obtained by changing
the preaent allodation of problems so that each of ths separate
Rational problems is concentrated at one or the other of the two
stations, For a number of reasons, the logleal division in this
cagse would be all Rusailan problems at NCS and all other problems
st AHS, By such an arrangement we would greatly reduce the
poeacetime risk of loss through aceidental fire or sabotags.

An examination of this arrangement from other considerations,
however, reveals that it has gerious defectss In the first place,
since all of the COUINT ancillary functions must remain duplicated
at esach gtaticn, it is not consistent with the stresaing of efw-
ficlancy and economy of COLINT operations, In addition; if COMINT
is divided batween the two stétions, then, becauss of space limibtae
tions, COUSEC alse must bs divided, and thereby the poasibility
of stressing officiency and economy in any phass of AFSA oﬁerétiona~
is lost. Bext, the increase in security gained by such a |
dispoaition obbtalns only in time of peacs, the 9,000 yards disper~
sion of the twe sitations affording little, if any, security in time
of war, Yet 1t 1s in time of way that the uninterrupted function-
ing of oryptologlic activities becomes a matter of inecaloulable

importance to ths nation. Thus, this arrangement, while offering
s_peacetime solutlon to the security problem, is a peacetime

solution only, and moreover, must be purchased st the price of

ggonouy and sfficlency of operations, It is, therefore, unags

captabls.

An additional {alternate) major atation available in care-

taker status - remote from the Washingbton area appears to be
essential. There coples of vital cryptologic material could be
~ stored or otherwise maintained.
The nesd for such a sbation 1s present no matier what form
the econsolidation of the activities of the two mejor ataetions in
wl0w A
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the Vashington arsa assumes. It 18 more urgent, however, in
comnsction with the proposed concentration of COLINT and COMSEC
than would be the tase in any division of such activibies.

The tentative organization of AFSA Headquarters is shown in

Appendiz A,

ele
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